
IN EXERCISE of the powers conferred by section 83C of the Kenya 
Information and Communications Act, 1998, as amended, the Cabinet 
Secretary for Information, Communications and Technology, in 
consultation with the Communications Authority of Kenya, makes the 
following Regulations:  

THE KENYA INFORMATION AND COMMUNICATIONS 
(ELECTRONIC-TRANSACTIONS) REGULATIONS, 2016 

1. Citation. 
These Regulations may be cited as the Kenya Information and 
Communications (Electronic-Transactions) Regulations, 2016. 

2. Interpretation. 

‘automated transaction’ means an electronic transaction conducted or 
performed, in whole or in part, by means of a data message in which the 
conduct or data messages of one or both parties is not reviewed by a 
natural person in the ordinary course of the natural person’s business or 
employment; 

‘Commercial communication’ means a communication, in any form, 
designed to promote, directly or indirectly, the goods, services or image 
of any person pursuing a commercial, industrial or craft activity or 
exercising a regulated profession,  
Consisting only of information allowing direct access to the activity of 
that person including a geographic address, a domain name or an 
electronic mail address; or 

a) Relating to the goods, services or image of that person provided 
that the communication has been prepared independently of that 
person making it.  

‘e-commerce’ means the buying and selling of goods and services over 
an electronic network. 
  
‘electronic communication’ means any communication that the parties 
make by means of data messages 

“e-Government” refers to the use by government of information and 
communications technologies to deliver its services and relate with 
citizens, businesses and other arms of government.   



‘electronic transaction’ is the sale or purchase of goods or services, 
whether between businesses, households, individuals, governments, and 
other public or private organizations, conducted over electronic networks. 
The goods and services are ordered over those networks, but the payment 
and the ultimate delivery of the good or service may be conducted on or 
off-line. 

‘Service Provider’ any person in Kenya who offers on a commercial 
basis, the sale, hire or exchange of goods or services through an 
electronic transaction. 

3. Objectives of the Regulations 

The objective of these Regulations is to enable and facilitate electronic-
communications, electronic-transactions and electronic-commerce and 
for that purpose to — 
(a) promote legal certainty and confidence in respect of electronic-

communications, electronic-transactions and electronic-commerce; 

(b)promote e-government services and electronic-communications, 
electronic-transactions and electronic-commerce with public and 
private bodies, institutions and citizens; 

(c) ensure that electronic-communications, electronic-transactions and 
electronic-commerce conform to the highest international standards; 

(d)encourage investment and innovation in respect electronic-
communications, electronic-transactions and electronic-commerce in 
the Republic; 

(e) ensure compliance with accepted International technical standards in 
the provision and development of electronic-communications, 
electronic-transactions and electronic-commerce; 

(f) ensure that the national interest of the Republic is not compromised 
through the use of electronic-communications, electronic-transactions 
and electronic-commerce. 

4. Scope of Application  

These Regulations shall apply to any service provider. Such service 
providers shall require an authorization from the Authority. 



5. Obligations of Service Providers 

(1)A service provider shall provide to the consumers on the website or 
electronic communication where goods or services are offered, the 
following- 

a) the full name and legal status of the person; 
b) the physical address and telephone number of the person; 
c) the web site address and e-mail address of the person; 
d) membership of any self-regulatory or accreditation bodies to which 

the person belongs or subscribes and the contact details of that 
body; 

e) any code of conduct to which the person subscribes and how the 
consumer might access that code of conduct electronically; 

f) in the case of a legal person, the registration number; names of the 
directors and place of registration; 

g) the physical address where the person may be served with 
documents; 

h) a description of the main characteristics of the goods and services 
offered by the person sufficient to enable a consumer to make an 
informed decision on the proposed electronic transaction; 

i) the full price of the goods or services, including transport costs, 
taxes and any other fees or costs; 

j) the manner of payment; 
k) any terms or conditions of agreement, including any guarantees, 

that will apply to the transactions and how those terms may be 
accessed, stored and reproduced electronically by consumers; 

l) the time within which the goods will be dispatched or delivered or 
within which the services will be rendered; 

m) the manner and period within which consumers may access and 
maintain a full record of the transaction: 

n) the return, exchange and refund policy of the person:  
o) any alternative dispute resolution code to which the person 

subscribes and how the code may be accessed electronically by the 
consumer; 

p) the security procedures and privacy policy of the person in respect 
of payment, payment information and personal information; and  

q) where appropriate, the minimum duration of agreement in the case 
of agreement for the sale, hire, exchange or supply of products or 
services to be performed on an ongoing basis or recurrently. 

(2)A service provider shall provide a consumer with an opportunity to 
:-   



a) review the entire electronic transaction; 
b) correct any mistakes; and 
c) withdraw from the transaction before placing an order.  

(3)Where a person offering goods or services for sale, hire or 
exchange through an electronic transaction fails to comply with 
subsection (i) or (ii), a consumer may cancel the transaction within 
fourteen days after receiving the goods or services under the 
transaction. 

(4)Where a transaction is cancelled under the subsection (iii)- 

a) The consumer shall return the goods to the person who offered the 
goods or, where applicable, cease using the service; and 

b) The person selling or offering the goods or services shall refund all 
payments made by the consumer after deducting the direct costs of 
returning the goods. 

For the purposes of the subsections (iv) (b) the person offering the 
goods or services shall use a payment system, which is secure, 
according to the accepted technological standards at the time of the 
transactions.  

(5)Where a service provider fails to comply with subsections (iv) (b) 
he or she is liable for damage suffered by the consumer. 

(6)A service provider shall provide a tracking mechanism by which a 
customer can ascertain the location of their package. 

(7)Any person who offers on a commercial basis to courier goods to 
Kenya or within Kenya, and those goods have been purchased by 
way of electronic transaction shall require to be licensed as a 
courier operator by the Authority. 

6. Exceptions 

S.5 (iii) shall not apply in respect of  an electronic transaction: 

a) for financial services including, investment services, insurance and 
reinsurance operations, banking services and securities; 

b) by way of an auction; 



c) for the supply of foodstuff, beverages or other goods intended for 
everyday consumption if they are supplied to the home, residence 
or workplace of the consumer; 

d) for services which began with the consumer consent before the end 
of the seven day period referred to in section 15(1); 

e) where the price for the supply of goods or services is dependent on 
fluctuations in the financial markets and which cannot be 
controlled by the supplier; 

f) where the goods- 
i. Are made to the specifications of the consumer; 
ii. Are clearly personalized; 
iii. By reason of their nature cannot be returned; or 
iv. Are likely to deteriorate or expire rapidly; 

g) Where audio or video recordings or computer software is unsealed 
by the consumer; 

h) For the sale of newspapers, periodicals, magazines and books; 
i) For the provision of gaming and lottery services; or 
j) For the provision of accommodation, transport, catering or leisure 

services and where the supplier undertakes, when the transaction is 
concluded, to provide these services on a specific date within a 
specific period. 

7. Cancellation of an Electronic Transaction 

(1) Subject to the provisions of this section, a consumer may cancel an 
electronic transaction and any related credit agreement for the supply of 
goods and services: 

a) Within seven days after the date of receipt of the goods or services; 
or 

b) Within seven days after the date of conclusion of the agreement. 

(2) A consumer who returns goods after cancelling an electronic 
transaction under subsection (1) shall not be charged for the returning of 
the goods other than the direct cost of returning the goods. 

(3) Where payment for the goods or services has been effected before a 
consumer exercises the right to cancel the transaction under subsection 
(1), the consumer is entitled to a full refund of money paid within thirty 
days of the date of the cancellation. 



(4) This section shall not be construed as prejudicing the rights of a 
consumer which are provided for in any other law. 

8. Unsolicited Communication 

(1) A person who sends an unsolicited commercial communication to a 
consumer, shall provide: 

(a) the consumer with the option to cancel his or her subscription to 
the mailing list of that person; and 

(b)  the consumer requests, the particulars to identify the source 
from which that person obtained the personal information of the 
consumer. 

9. Contractual Obligations 

(1) where a person makes an order for goods or services by electronic 
means, unless otherwise agreed by the parties, the supplier shall execute 
the order within thirty days. 

(2) where the supplier fails to execute the order within thirty days or 
within the agreed period, the consumer may cancel the order after giving 
written notice of seven days. 

(3) where the supplier is not able to supply the goods or services, on the 
ground that the goods or services ordered are not available, he or she 
shall notify the consumer as soon as practicable and refund any payment 
made in respect of the goods or services within thirty days. 

(4) A provision in an agreement, which excludes any rights in this 
section, is void. 

10. Guidelines 

The Authority may issue guidelines on e-Commerce from time to time. 

11. Provision of Access to Third-Party Material 

1) A service provider shall not be subject to civil or criminal liability in 
respect of third- party material which is in the form of electronic records 
to which he or she merely provides access if the liability is founded on- 



a) The making, publication, dissemination or distribution of the 
material or a statement made in the material; or 

b) The infringement of any rights subsisting in or in relation to the 
material. 

(2) This section shall not affect- 
a) An obligation in a contract; 

b) The obligation of a network service provider under a licensing 
or regulatory framework which is established by law; or 

c) An obligation which is imposed by law or a court to remove, 
block or deny access to any material. 

(3) For the purposes of this section, “provide access” in relation to third-
party material, means providing the necessary technical means by which 
third-part material may be accessed and includes the automatic and 
temporary storage of the third-part material for the purpose of providing 
access. 

12. Information Location Tools 

(1) Where a service provider refers or links users to a webpage containing 
an intriguing data message or infringing activity, the service provider is 
not liable for damage incurred by the user if the service provider: 

a) Does not have actual knowledge that the data message or an 
activity relating to the data message is infringing the rights of the 
user; 

b) Is not aware of the facts or circumstances from which the 
infringing activity or the infringing nature of the data message is 
apparent; 

c) Does not receive a financial benefit directly attributable to the 
infringing activity; or 

d) Removes or disables access to the reference or link to the data 
message or activity within a reasonable time after being informed 
that the data message or the activity relating to the data message 
infringes the rights of the user. 



13. Notification of Infringing Data Message or Activity 

(1) A person who complains that a data message or an activity relating to 
the data message is unlawful shall notify the service provider or his or her 
designated agent in writing and the notification shall include: 

a) the full name and address of the person complaining; 
b) the written or electronic signature of the person complaining; 
c) the right that has allegedly been infringed; 
d) a description of the material or activity which is alleged to be the 

subject of infringing activity; 
e) the remedial action required to be taken by the service provider in 

respect of the complaint; 
f) telephone and electronic contact details of the person complaining; 
g) a declaration that the person complaining is acting in good faith; 

and 
h) a declaration that the information in the notification is correct to 

his or her knowledge. 

(2) A person who knowingly makes a false statement on the notification 
in subsection (1) is liable to the service provider for the loss or damage 
suffered by the service provider. 

14. Service Provider Not Obliged to Monitor Data 

(1) For the purpose of complying with this Part, a service provider is not 
obliged to- 

a) monitor the data which the service provider transmits or stores; or 
b) actively seek for facts or circumstances indicating an unlawful 

activity. 

(2) The Authority may by statutory instrument prescribe the procedure for 
service providers to: 

a) inform the competent public authorities of any alleged illegal 
activities undertaken or information provided by recipients of their 
service; and 

b) communicate information enabling the identification of a recipient 
of the service provided by the service provider, at the request of a 
competent authority. 

  



15.  Regulatory Guidelines 

(1) The Authority may, by statutory instrument make guidelines for any: 
a) matter which is required to be prescribed; 
b) administrative or procedural matter which is necessary to give 

effect to these Regulations; or  
c) matter which is necessary and expedient to give effect to these 

Regulations. 

16.  Offences and Penalties 

(1) Any licensee who contravenes the provisions of these Regulations 
commits an offence. 

(2) Any person who commits an offence under these Regulations for 
which no penalty is expressly provided shall be liable on conviction to 
imprisonment for a term not exceeding five years or a fine not exceeding 
one million shillings or both. 

Made on the ________________________ day of _____________2016 

Joe Mucheru  
 Cabinet Secretary for Information, Communications and Technology 


