
IN EXERCISE of the powers conferred by section 83C of the Kenya 
Information and Communications Act, 1998, as amended, the Cabinet Secretary 
for Information, Communications and Technology, in consultation with the 
Communications Authority of Kenya, makes the following Regulations: — 

THE KENYA INFORMATION AND COMMUNICATIONS 
(CYBERSECURITY) REGULATIONS, 2016 

1. Citation. 
These Regulations may be cited as the Kenya Information and Communications 
(Cyber security) Regulations, 2016. 

2. Interpretation. 

In these Regulations, unless the context otherwise requires: 

‘access’ in relation to any computer system”, means instruct, communicate 
with, store data in, retrieve data from, or otherwise make use of any of the 
resources of the computer system; 

‘automated transaction’ means an electronic transaction conducted or 
performed, in whole or in part, by means of a data message in which the 
conduct or data messages of one or both parties is not reviewed by a natural 
person in the ordinary course of the natural person’s business or employment; 

‘communication log’ means a record of communication events in a certain 
scope, excluding the content of those communications, in order to provide an 
audit trail that can be used to understand the activity of a system. 

‘computer data’ means any representation of facts, information, concepts, 
elements, state, or instructions in a form suitable for communications, 
interpretation, or processing in a computer program or part of a program, 
computer, or computer system, suitable to cause a computer program, computer, 
computer system, or network to perform a function, process, and/or operation 
Computer data shall  include but not be limited to flowcharts, architectures, 
program hierarchies and interfaces, libraries, directories, topologies, 
taxonomies, process flows, internal controls, and metadata. 

‘computer program’ means a set of coded instructions, whether in machine 
readable or human readable formats (source code or object code), that enables a 
computer, computer system, and/or network to process computer data, traffic 
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data, and/or content data to cause such computer, computer system, and/or 
network to perform a function and/or operation. 

‘computer system’ means a device or collection of devices including input and 
output devices but excluding calculators which are not programmable and 
capable of being used in conjunction with external files which contain computer 
programmes, electronic instructions and data that perform logic, arithmetic, data 
storage, data retrieval, communication control and other functions; 

‘consumer’ means a natural person who enters or intends to enter into an 
electronic transaction with a supplier as the end user of the goods or services 
offered by that supplier; 

‘content data’ means any data whether in digital, optical, or other form, 
including metadata, that conveys essence, substance, information, meaning, 
purpose, intent, or intelligence, either singularly or when in a combined form, in 
either its unprocessed or processed form. Content data includes any data that 
conveys the meaning or substance of a communication as well as data 
processed, stored, or transmitted by computer programs. 

‘critical internet resources’ means cyber infrastructure that is essential to vital 
services for public safety, economic stability, national security, international 
stability and for the sustainability and restoration of critical cyber space.  

‘cyber café’ refers to a facility that offers Internet access on computers that it 
owns for a fee. 

‘cybercrime’ refers to as any activity in which a computer system or network 
are a tool, a target or a place of criminal activity. This shall include offences 
against the confidentiality, integrity and availability of computer systems and 
copyright-related offences. 

‘cybersecurity’ refers to the collection of tools, policies, security concepts, 
security safeguards, guidelines, risk management approaches, actions, training, 
best practices, assurance and technologies that can be used to protect the cyber 
environment.  

‘data message’ means information generated, sent, received or stored by 
electronic, magnetic, optical or similar means, including, but not limited to, 
electronic data interchange, electronic mail, telegram, telex or telecopy. 
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‘disruption’ means an event that causes a computer program, computer, 
computer system, network, or component thereof, to be inoperable, or operate in 
an unintended manner, for a length of time due to destruction of and/or 
interference with a computer program, computer, computer system, network, 
computer data, content data, and/or traffic data. 

‘e-commerce’ means the buying and selling of goods and services over an 
electronic network. 
  
‘electronic communication’ means any communication that the parties make 
by means of data messages 

“e-Government” refers to the use by government of information and 
communications technologies to deliver its services and relate with citizens, 
businesses and other arms of government.   

‘electronic transaction’ is the sale or purchase of goods or services, whether 
between businesses, households, individuals, governments, and other public or 
private organizations, conducted over electronic networks. The goods and 
services are ordered over those networks, but the payment and the ultimate 
delivery of the good or service may be conducted on or off-line.  

‘information system’ means a system for generating, sending, receiving, 
storing or otherwise processing data messages. 

‘interception’ means the acquisition, viewing, capture, or copying of the 
contents or a portion thereof, of any communication, including content data, 
computer data, traffic data, and/or electronic emissions thereof, whether by 
wire, wireless, electronic, optical, magnetic, oral, or other means, during 
transmission through the use of any electronic, mechanical, optical, wave, 
electromechanical, or other device. 

‘internet number resources’ refers to Internet Protocol version 4 (IPv4) 
addresses, Internet Protocol version 6 (IPv6) addresses, Autonomous System 
Numbers (ASNs) and, Internet Protocol Service Names and Internet Protocol 
Service Port Numbers. 

‘loss’ means any reasonable costs, including, but not limited to, the cost of 
responding to an offense under this Law, conducting an investigation or damage 
assessment, and/or the cost of analyzing, restoring, replacing, or reproducing 
computer data, content data, traffic data, a computer program, computer, 
computer system, or network to its condition prior to the offense, and/or other 
consequential damages incurred by an individual or entity arising from damage, 
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interference, disruption, interception and/or the destruction of computer data, 
content data, traffic data, a computer program, computer, computer system, 
network, and/or other information. 

‘network’ means a group of computers or computer systems of whatever form, 
topology, or functionality that is connected at points (nodes) which have the 
capability to transmit, receive, share, or forward information, communication 
signals, and operational instructions. 

‘originator’ means a person by whom or on whose behalf, a data message is 
sent or generated prior to storage, other than a person acting as an intermediary 
in respect of that data message; 

‘public wi-fi hotpsot’ refers to a site that offers Internet access to the public 
over a wireless local area network. 

‘service provider’ means any public or private entity that provides to users of 
its service the ability to communicate by means of a computer program, 
computer, computer system, or network, including the services that support the 
development or utilization of computer programs and/or the creation, storage, 
retrieval, processing, management, and deletion of computer data, traffic data, 
and content data; and/or any other entity that processes or stores computer data, 
content data, or traffic data on behalf of such service as set forth in this 
paragraph or users of such service. 

‘subscriber information’ means any information contained in the form of 
computer data or any other form that is held by a service provider, relating to 
subscribers of its services, other than traffic data or content data, and by which 
can be established:  

(i)  the type of communication service used, the technical provisions taken 
thereto, and the period of service;  
(ii) the subscriber’s identity, postal or geographic address, telephone and other 
access number, billing and payment information, as it is available; and/or  
(iii) any information regarding the location of installed communications 
equipment as disclosed in the service agreement or arrangement. 

‘third-party’ in relation to a service provider, means a subscriber to a service 
provided by the service provider or any other user of the service provider’s 
services or a user of information systems; 

‘traffic data’ means any computer or other data relating to a communication by 
means of a computer program, computer, computer system, or network, 
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generated by a computer program, computer, computer system, or network that 
formed a part in the chain of communication, indicating the communication’s 
origin, destination, route, format, intent, time, date, size, duration, or type of 
underlying service.  

‘watercraft’ refers to ships, boats, rafts, hovercrafts, submarines or other 
vessels that travel on water. 

3. Objectives of the Regulations: 

(a) to promote and facilitate the efficient management of critical internet 
resources, 

(b) to develop a framework for facilitating the investigation and prosecution 
of cybercrime offences. 

(c) to make provisions for criminalizing offences related to computer 
systems and Information Communication Technologies; to provide for 
investigation, collection, and use of electronic evidence and for matters 
related therewith. 

(d)  develop a safe, secure and effective environment for the consumer, 
business and the Government to conduct and use electronic-
communications, electronic-transactions and electronic-commerce; 
 ensure efficient use and management of the .KE domain name space; and 

(e) promote legal certainty and confidence in respect of electronic-
communications, electronic-transactions and electronic-commerce. 

PART I - OFFENCES 
4. Attacks on computer systems  
It shall be an offence to:  

a)  gain or attempt to gain unauthorized access to part or all of a computer 
system or exceed authorized access;  

b)  gain or attempt to gain unauthorized access to part or all of a computer 
system or exceed authorized access with intent to commit another offence 
or facilitate the commission of such an offence;  

c)  remain or attempt to remain fraudulently in part or all of a computer 
system;  

d)  hinder, distort or attempt to hinder or distort the functioning of a 
computer system;  

e)  enter or attempt to enter data fraudulently in a computer system;  
f)   damage or attempt to damage, delete or attempt to delete, deteriorate or 

attempt to deteriorate, alter or attempt to alter, change or attempt to 
change computer data fraudulently.  
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5. Computerized Data Breaches  
It shall be a criminal offence to: 
a)  intercept or attempt to intercept computerized data fraudulently by 

technical means during non-public transmission to, from or within a 
computer system;  

b)  intentionally input, alter, delete, or suppress computer data, resulting in 
inauthentic data with the intent that it be considered or acted upon for 
legal purposes as if it were authentic, regardless of whether or not the 
data is directly readable and intelligible. A Party may require an intent to 
defraud, or similar dishonest intent, before criminal liability attaches;  

c)  knowingly use data obtained fraudulently from a computer system;  
d)  fraudulently procure, for oneself or for another person, any benefit by 

inputting, altering, deleting or suppressing computerized data or any other 
form of interference with the functioning of a computer system;  

e)  even through negligence, process or have personal data processed without 
complying with the preliminary formalities for the processing;  

f)  participate in an association formed or in an agreement established with a 
view to preparing or committing one or several of the offences provided 
for under this Convention.  

6.  Content related offences 
It shall be a criminal offence to:  

a)  Produce, register, offer, manufacture, make available, disseminate and 
transmit an image or a representation of child pornography through a 
computer system;  

b)  procure for oneself or for another person, import or have imported, and 
export or have exported an image or representation of child pornography 
through a computer system;  

c)  possess an image or representation of child pornography in a computer 
system or on a computer data storage medium;  

(d) facilitate or provide access to images, documents, sound or 
representation of a pornographic nature to a minor;  

e)  create, download, disseminate or make available in any form writings, 
messages, photographs, drawings or any other presentation of ideas or 
theories of racist or xenophobic nature through a computer system;  

f)  threaten, through a computer system, to commit a criminal offence 
against a person for the reason that they belong to a group distinguished 
by race, colour, descent, national or ethnic origin or religion where such 
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membership serves as a pretext for any of these factors, or against a 
group of persons which is distinguished by any of these characteristics;  

g)  insult, through a computer system, persons for the reason that they belong 
to a group distinguished by race, colour, descent, national or ethnic 
origin, or religion or political opinion, if used as a pretext for any of these 
factors, or against a group of persons distinguished by any of these 
characteristics;  

h)  deliberately deny, approve or justify acts constituting genocide or crimes 
against humanity through a computer system.  

PART II – INVESTIGATION OF CYBERCRIME OFFENCES. 

7.Operation and use of Cyber Cafes and Public Wireless Hotspots 

Operators of Cyber Cafes and Public Wireless Hotspots shall: 

a) identify users before providing them with services; 
b) provide a system for user registration which ties each user to a mobile 

phone number. Operators of cyber cafes and public wireless hotspots 
shall be required to inform users of their service that it is illegal to use an 
unregistered mobile phone number for registration and access to cyber 
cafe and public wireless hotspot services; 

c) Information collected in (b) shall be made available to the authority for 
further action, as and when is deemed necessary. 

d) maintain a register for all its clients; 
e) install Closed Circuit TeleVision (CCTV) cameras to record the identify 

of its clients; 
f) use Public Internet Protocol (IP) addresses for its computers; 

g) ensure that system logs are retained in their original for periods of not 
less than one (1) year from the date of the communication. The Authority 
may issue guidelines on retention of communication logs from time to 
time. 

h) required to report any cyber-crime incidents to the Authority within 24-
hours and as may be prescribed by the Authority from time to time; 

i) required to obtain an authorization from the Authority to provide cyber-
café and public wireless hotspot services; 

submit compliance returns to the Authority as may be prescribed from time to 
time. 
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8.Management of critical internet recourses 

The Authority’s Licensees managing critical Internet resources shall be required 
to: 

a)  keep an up-to-date record of the allocation, assignment and utilization of 
critical Internet resources; 

b) submit to the Authority a report on the allocation, assignment and 
utilization of critical Internet resources. The frequency and format of such 
reports may be prescribed by the Authority from time to time; 

c) submit compliance returns to the Authority as may be prescribed from 
time to time. 

9.Promotion of local content 

The Authority shall facilitate the promotion of the Kenyan country code Top 
Level Domain (ccTLD), local content creation and hosting, the use of local 
languages in content creation and the local routing of Internet traffic for 
purposes of effective security management.. 

10.Localization of Public Information and Country Code Top Level 
Domain Names  

(1) Public information shall be hosted and stored within Kenya’s boundaries. 

(2) In order to enhance the security of e-Government services, every public 
body shall utilize the Dot KE country code Top Level Domain (ccTLD) 
for delivery of e-Government services. 

11. Categories of data to be retained 

Service Providers shall retain: 

a) data necessary to trace and identify the source of a communication: 

i. concerning fixed network telephony and mobile telephony, which 
includes; the calling telephone number; the name and address of the 
subscriber or registered user. 

ii. concerning Internet access, Internet e-mail and Internet telephony, 
which includes; the user ID(s) allocated; the user ID and telephone 
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number allocated to any communication entering the public 
telephone network; and the name and address of the subscriber or 
registered user to whom an Internet Protocol (IP) address, user ID or 
telephone number was allocated at the time of the communication; 

b)  data necessary to identify the destination of a communication: 

i. concerning fixed network telephony and mobile telephony, which 
includes; the number dialed, the telephone number called, and, in 
cases involving supplementary services such as call forwarding or call 
transfer, the number or numbers to which the call is routed; and the 
name(s) and address(es) of the subscriber(s) or registered user(s); 

ii. concerning Internet e-mail and Internet telephony, which includes; the 
user ID or telephone number of the intended recipient(s) of an Internet 
telephony call; and the name(s) and address(es) of the subscriber(s) or 
registered user(s) and user ID of the intended recipient of the 
communication; 

c) data necessary to identify the date, time and duration of a 
communication: 

i. concerning fixed network telephony and mobile telephony, the date and 
time of the start and end of the communication; 

ii. concerning Internet access, Internet e-mail and Internet telephony, 
which includes; the date and time of the log-in and log-off of the 
Internet access service, based on a certain time zone, together with the 
IP address, whether dynamic or static, allocated by the Service 
Provider to a communication, and the user ID of the subscriber or 
registered user; and the date and time of the log-in and log-off of the 
Internet e-mail service or Internet telephony service, based on a certain 
time zone; 

d) data necessary to identify the type of communication: 

i. concerning fixed network telephony and mobile telephony: the 
telephone service used; 

ii. concerning Internet e-mail and Internet telephony: the Internet service 
used; 
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e) data necessary to identify users’ communication equipment or what 
purports to be their equipment: 

i.concerning fixed network telephony, the calling and called telephone 
numbers; 

ii.concerning mobile telephony, which includes; the calling and called 
telephone numbers; the International Mobile Subscriber Identity 
(IMSI) of the calling party; the International Mobile Equipment 
Identity (IMEI) of the calling party; the IMSI of the called party; and 
the IMEI of the called party in the case of pre-paid anonymous 
services, the date and time of the initial activation of the service and 
the location label (Cell ID) from which the service was activated; 

iii.concerning Internet access, Internet e-mail and Internet telephony, 
which includes;the calling telephone number for dial-up access; and 
the digital subscriber line (DSL) or other end point of the originator of 
the communication; 

f) data necessary to identify the location of mobile communication 
equipment: 

i. the location label (Cell ID) at the start of the communication; 

ii. data identifying the geographic location of cells by reference to their 
location labels (Cell ID) during the period for which 
communications data are retained. 

12.Periods of Retention 

Service providers shall ensure that the categories of data are retained in their 
original form for a period of not less than one (1) year from the date of the 
communication. The Authority may issue guidelines on retention of 
communication logs from time to time. 

13.Data Protection and Data Security 

Service Providers shall ensure the following data security principles are adhered 
to with respect to the retention of categories of data: 

(a) the retained data shall be of the same quality and subject to the same security 
and protection as those data on the network; 
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(b) the data shall be subject to appropriate technical and organizational 
measures to protect the data against accidental or unlawful destruction, 
accidental loss or alteration, or unauthorized or unlawful storage, processing, 
access or disclosure; 

(c) the data shall be subject to appropriate technical and organizational 
measures to ensure that they can be accessed by specially authorized personnel 
only; and 

(d) the data, except those that have been accessed and preserved, shall be 
destroyed at the end of the period of retention. 

(e) the categories of data are retained in such a way that the data retained and 
any other necessary information relating to such data can be transmitted upon 
request without undue delay. 

14. Framework for Reporting, Investigating, Prosecuting and Managing 
Cybercrime 

(a) All licensees shall be required to report any cyber-crime incidents to the 
National Kenya Computer Incident Response Team – Coordination Centre (KE-
CIRT/CC), a function of the Authority, within 24-hours and as may be 
prescribed by the Authority from time to time; 
(b) Subject to the other provisions of the Act and Regulations, a service 
provider shall not be under any obligation to- 

(i) monitor the data which the service provider transmits or stores; or 
(ii) actively seek facts or circumstances indicating an unlawful activity. 

(c) The Authority shall require service providers to- 
(i) inform the authorized agencies of alleged illegal activities under-taken, 
or information provided, by recipients of their service;  
(ii) communicate to the Authority and any other  authorized agencies, at 
their request, information enabling the identification of recipients of their 
service; and 
(iii) provide access to telecommunication systems for purposes of 
investigating and prosecuting cyber-crime offenses 

(d) The Authority shall develop a framework for the monitoring, detection and 
identification of cyber threats or potential cyber threats to national security. 

(e) The Authority shall develop a framework for collaboration, investigation and 
prosecution of cyber threats or potential cyber threats to national security. 

15. Jurisdictional Provisions 
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(a) Jurisdiction Over Persons and Domestic Acts 

The Authority in conjunction with any relevant agencies, shall have jurisdiction 
over any person, irrespective of his nationality or citizenship, who commits any 
offense established pursuant to the Act and this Regulation when the offense is 
committed:  

(i) within the territory of this country; or 
(ii)using equipment, software, or data located within this country, regardless 

of the location of the perpetrator, or  
(iii)directed against equipment, software, or data located in this country, 

regardless of the location of the perpetrator. 

(b) Applicability to Acts on Watercraft and Aircrafts 

The Authority shall have jurisdiction over offenses committed pursuant to the 
Act and these Regulations if the offense was committed  

(i) on board a watercraft flying the flag of this country; or  
(ii)on board an aircraft registered under the Laws of this country. 

(c) Applicability to Acts By Nationals Outside of Country 

The Authority shall have jurisdiction over offenses committed pursuant to the 
Act and these Regulations if the offense was committed by a citizen or resident 
of this country and  

(i) if the offense is punishable under criminal law where it was committed; 
or  

(ii)if the offense is committed outside the territorial jurisdiction of any 
country. 

(d) Jurisdiction Where Extradition Refused 

In instances where an alleged offender is present in this country and this country 
elects to refuse a request for extradition of the alleged offender to another 
country on the basis of his or her nationality, jurisdiction over the stated 
offences shall be established in this country. 

(e) Concurrent Jurisdiction 

When another country claims jurisdiction over an offense within the Act or 
these Regulations, the officials of the countries involved shall, where 
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appropriate, consult with a view to determining the most appropriate 
jurisdiction for the prosecution of the offense. 

(f) The Place Where the Offenses Occurred 

An offense is committed at every place the perpetrator acted  

(i) through his or her physical presence; 
(ii)through the intentional use of equipment, software, or data, or  
(iii)at any location which the resulting action is an element of an offense 

pursuant to the Act and these Regulations occurred or would have 
occurred according to the understanding of the perpetrator. 

(g) Reservation 

In specific cases, this country may reserve the right to apply or not to apply the 
jurisdictional rules in paragraphs (b) and (c) of this Section. 

(h) The relevant provisions of the Mutual Legal Assistance Act 2011 shall apply 
to these Regulations. 

16.  Offences and Penalties 

(1) Any licensee who contravenes the provisions of these Regulations commits 
an offence. 

(2) Any person who commits an offence under these Regulations for which no 
penalty is expressly provided shall be liable on conviction to imprisonment for a 
term not exceeding seven years or a fine not exceeding three million shillings or 
both. 

Made on the ________________________ day of _______________2016 

Joe Mucheru  
 Cabinet Secretary for Information, Communications and Technology  
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